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O6buwee onMCaHue CUCTEeMbl

T'naBa 1: Haznadyenune cucreMbl

1 Ha3HauyeHue cucrtemMbl

[Tnatdopma "Llentpanbusiii [TynpT" npennaznayeHa aJisi BU3yaan3alluid 1 MOHUTOPUHTA
paboThI ceTH, 000PYAOBaHMS, TPUITOKEHHH U cepBHCOB. OOBEKTOM MOHUTOPUHTA MOXKET
OBITH TPAKTUYECKH JIFO00H 00BEKT (PU3NUIECKOro UM JIoTnueckoro mupa. Hampumep:

[Tonp3oBaTeneii maaTGopmMbl MOKHO BCTPETUTH B cdepax:

namsITh,

poreccop,

¢aiinoBas cuctema,

IpoLIecC WM Mporpamma,

KOJIMYECTBO MOJIb30BaTEICH,

ouepens ¢ailioB Ha 00pabOTKY,

00bEM 00paboTaHHOT O TpaduKa,

BbIpYYKa U MHbIE (PUHAHCOBBIEC TOKA3aTeIH,

XAMHYCCKHUM COCTaB raza min KUIKOCTH.

TEJIEKOMMYHMKALIUK U CBS3H,
MMPOMBIIIJICHHOCTH,
JIOTUCTHUKH,

(¢uHaHCOB,
3IIEKTPO3HEPreTUKH,

37PaBOOXPAHCHHSI.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 1: Haznadyenune cucreMbl

1.1 MNMepeuyeHb 06bEKTOB aBTOMaTU3aLUUM

OOBbeKTaMU aBTOMATH3AIIUH SIBIISIFOTCA .
® MEIUIIMHCKUE YUPEKICHUS,
e 0OaHku ¥ (UHAHCOBBIC OPraHU3AIINH,
® TpeANpHUATHA B chepe DICKTPOIHEPreTUKH U HedTera3oBoil oTpaciu,
e |T-xoMmanuy,
® VHTEpPHET-IIPOBANIEPHI,
® J1aTa-IeHTPBHI,

® TOCYYPEKJICHHUS.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 1: Haznadyenune cucreMbl

1.2 BbinonHsieMble pyHKLNMU

[TnaTdopma "LlenTpanbubiii [TyasT" oOecneurnBaeT peaqu3aiuio CIeayomuX GyHKIAN:

HpeICTaBICHUE TPAKTUYECKH JIF0OOro 00bEKTa OKPYIKAIOIIETO MUPa B KAYECTBE
00bEKTa MOHUTOPHUHTA;

CMEHA COCTOSIHHS 00BEKTA B COOTBETCTBUH C 3aJaHHBIMHU YCIIOBUAMMU,

XpaHEHUE OPUTMHAJIBHBIX 3HAUYCHUM MOKa3aTeel 3a MPOM €XKYTKH BPEMEHH;
obecrieueHne aHanu3a B TaOJIMYHOM U rpaduueckoil popmax;

aBTOMAaTUYECKOE BBIITOJHEHUE IIPEIONPENCIEHHBIX [ CTBUN;

npesrcTaBieHne 0OBEKTOB, COrIACHO MX TeorpagpuyeckoMy MECTOPACHOI0KEHHIO;
HCIOJIb30BaHNE THOKOr0 MeXaHu3Ma OHOBCIHCHI/II‘/'I;

IpyNIupoBKa 0OBEKTOB 110 3aJJaHHBIM OOLIUM KPUTEPUSIM;

npeoOpa3oBaHKe TaHHBIX B KOMITAKTHBIM BU M UX JKCIIOPT;

IPUKPEIUIEHNE JOKYMEHTAIlMN U 0TOOpake€HHE CBOICTB OOBEKTOB;

ylpaBJeHHE aJMIHIUCTPATUBHBIMU HAaCTpOiKamMu U3 web-unrepdeiica.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2 OnucaHue cucrembl

[Iporpammuoe obecneuenue miaatgopmel "Llentpanbubiii [lynst" umeer otkpeiThie API-
uHTepdenicel, KOoTopble OOecrneynBalOT HH(YOPMAIIMOHHYIO COBMECTHMOCTb CHUCTEMbI H
BO3MOKHOCTb MHTErPalluy C IPYTMMH aBTOMATU3UPOBAHHBIMU CHCTEMaMHU.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.1 O6was CTPyKTypa CUCTEMbl U Ha3HAYEeHMne eé yacrten

[Mnardopma MMeeT KIMEHT-CEPBEPHYIO0 apXUTEKTYpy M BKIIOYaeT B ceOsl TPU OCHOBHBIX
ypoBHs (Puc. 1):

Rich Web Ul Mobile App ‘ Custom UI External Systems

N . . . V/.’v‘

API
| s , Working Logics

Alert Subsystems t
' ] CENTRAL PULT |

Storage Engines

Input Stream & Cache, APIs

X e

‘ Monitoring Agents ’ Connection Modules | | Custom Connectors

Puc. 1. Apxumexmypa niamghopmuot "Llenmpanvnwviti Ilysom"

HwxHuil ypoBeHb mNpeaHa3HAueH misg cOOpa JaHHBIX W YIpaBJICHUEM TOTy4YeHHOH
nHpopMalueii, Kortopas mepuoanyecku ortmpasiserca B Input Stream & Cache mns
nanbpHeHIIei 00paboTKH U aHaH3a.

JlaHHBIH CII0M BKJIIOYAET B ce0s TPU dJIEMEHTA!

e Monitoring Agents - areHTbl CHCTEMbI, COOMpAIOIIUME C Y3JOB MOHHTOPHHIA
uH(bOpMAIHIO;

e Connection Modules - roroBoe u mepencHoib3yeMoe pelieHue s coopa
uH(popmauu 0e3 areHra;

e Custom Connectors - pa3paboTaHHble [JIi  KJIMEHTa  WHTep(eEHCHI,
OCYIIECTBIISAIOLINE MOHUTOPUHT 00BEKTOB 0€3 areHTa.

Ha BTOpom ypoBHE XpaHuTCs U 0OpabaThIBAETCS MOJYYCHHass OT areHTOB WU MPOYMX
uHTepdeiicoB nHGoOpMaIus, a 3aTeM nepenaéTcs KIMEHTaM B TpeOyeMoM JJIsl KaXKA0ro U3
peleHuii BUe.

Bropoii cnoii mogpasaensercs Ha:

e Working Logics (Ou3HEeC-IOTMKH) - COBOKYIHOCTH IPaBHJI, IIPUHIIUIIOB,
3aBUCUMOCTEH TIOBEICHHS OOBEKTOB, Ha OCHOBE KOTOPBIX 00pPabaThIBAIOTCS
MOCTYIMBINME C HIDKHETO CJOs JTAaHHBIE W COXpaHsioTcs B Storage Engines s
aHaJM3a CUTyallud B HACTOSANIEM M TPONUIOM W TOCTPOCHUS MAaTEeMAaTHYCCKU
00OCHOBaHHBIX MIPOTHO30B B OyAYIIIEM;
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

Storage Engines — otBeuaer 3a xpaHeHue qaHHbIX. Storage Engines peann3oBaHo B
BUJIC:
e SQL - dopmupyer 3ampochl, ONKMCHIBAIOLIME, KaKyl HHPOPMAIHMIO U3
Storage Engines HeoOXOOMMO MOJYYHTh, IYTH PEIICHHS OMPEACISFOTCS
ABTOMATHYECKH;

e noSQL — obecnieunBaeT THOKOCTh M COTJIACOBAHHOCTh CHCTEMBI, OJlaroaaps
rapaHTUPOBAaHHOMY 3aBEPIIICHUIO 3aIpPOCa;

e TimeSeries — crenuamM3upPOBAHHBIA KOMIIOHEHT YIpaBlicHUsS 0a30i
JIAHHBIX BPEMEHHBIX PSAJIOB, YTO MO3BOJSET XPAaHUTh HAHHBIE C BBICOKOM
CKBa)KHOCTBIO.

Alert Subsystems — kaHambl yBEIOMJIEHHH, IO KOTOPBIM OCYIIECTBISETCS

uHGOPMUpPOBAaHUE TOJb30BaTENEl O CMEHE COCTOSHHM OOBEKTOB, pa3pbiBe
COCIMHEHUM U JApYrMX HECTaHJapTHbIX curyauusx. llpu cooTBeTcTBYIOLIEH
Hactporike [{enTpansHbii [TynsT MOXKeET:

e OTHpaBJATH email-yBenoMIIeHus,

e OTHpaBiATh SMS,

e OTHpaBiATH cooOmIeHus B Telegram,
e COBEpIIATh I'OJIOCOBHIE BHI30BHI,

e 0TOOpa)kaTh BU3YyaJbHBIE YBEJOMJIEHHUS B Opay3epe, COMpOBOXKIAIOIINECS
3BYKOM.

APIs otHocsaTcs k kateropuu Representation State Transfer (REST), urto
no3BoJisieT BoimoaHATh RESTful-omepanuu Ha noGaBieHue, YTeHHE, K3MEHEHUE H
ynajieHue MHQpOpMaluMu U1 O0JavYHON YYETHOH 3amuCH WJIM HWHCTAUSIIUU Ha
cepsepe.

Input Stream & Cache — xpaHuHIIEe TaHHBIX, TOCTYIHUBIIUX B cepBep MIaTHOPMbI
C HWXXHETO YpOBHs, M uX xpaHeHue. Cache peamu3oBaH B BHJE CETEBOIO
KypHajaupyemoro xpaHwiuiia Redis. BzaumojeiictBue Mexy areHTaMd W
cepBepoM mIaTdopMbl ocyIiecTBIsIeTcs mpu nmomoiwm 6pokepa Kafka: o codbupaer
JAHHBIE C HIDKE pacHoJIaralomierocss CIJIosi, XpaHWUT JaHHble Yy ce0s B
pacrpenenéHHOM XpaHUJIMIILE 10 TOMMUKAM U MepeaéT uX cepBepy Mo 3ampocy.

BepxHuii ypoBeHb OTBEUAET 32 BU3YaIM3AIHMIO MOJYYEHHBIX U 00pabOTaHHBIX JAaHHBIX, a
TaKXe OCYIIECTBJIIEHUE OMNepaluid HaJl HUMHM KOHEYHBIM IOJb30BaTeleM. B kadecTBe
CpeACTBa MHTEIPalliy MPUIIOKEHUI HUCTIONB3YIOTCS OTKpbIThie API-unTepdeiicor:

RichWeb Ul - web-untepdeiic maatdopmbl, sBIsSETCS OCHOBHBIM CPEICTBOM
paboThl € CHCTEMOW [JIS KOHEYHOrO I[OJb30BaTENs, TA€ IMpPH HAIWYUU
ONEpACIEHHBIX MpPaB BO3MOKHBI H3MCHEHHS KaKk BCEH CTPYKTYpbl, TaK H
OTIEJLHOr0 00BEKTA.

Mobile App - MoOuIIbHBIE MPUIOKEHHS [JIs ONMeparuoHHbIX cucteM Android u
i0S.

CustomUI - kactomusupoBaHHble UHTEp(ENChl, CO3/laHHBIE MOJ CIELUATBHYIO
Ou3Hec-3a1a4y Wik NpoeKT. OYHKIMOHATBHBIC BO3MOXKHOCTH T03BOJIIIOT BHOCHTh
U3MEHCHHUST - J00aBJATh, YIAIATh M PEAaKTHPOBATh OOBEKTHI aHAJIOTHYHO
RichWeb Ul. Web-untepdeiic umeeT yHUKaIbHOE OTOOpaKEHUE, COIJIACHO
3asIBJICHHBIM TPEOOBAHUSM.

External Systems - BuemHue miisi oToOpa)ieHHs MM cOOpa JaHHBIX CHCTEMBI,
MOJIYYECHHBIE CpeICTBAaMU MOHUTOpHHTA IaTdopmsl "LlenTpanbabiii [TynpT".
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.2 CBeaeHusn, Heobxoaumblie ana obecneyeHus dKCniyatTaunm
CNCTEMbI

Kommmekc TtexHudeckux cpeactB rmiaardopmbl  "llenTpaneubiii  [Iynbr"  BIHOYaeT
CIIEAYIOIE OCHOBHBIE KOMIIOHEHTHI:

e cepBepHbIe MIaTPOPMBI, KOTOpBIE oAepkUBat0T pyHkIoHupoBanue CYB/I;

e paboure CTaHINHM, KOTOpPhIE OOECHEUMBaOT paboOTy TMOJb30BaTeNe Ha
COOTBETCTBYIOIIUX PabOYMX MECTax, €CIIM MOJIb30BaTEh CTAI[MOHAPEH;

® [OPTAaTUBHBIA KOMITbIOTEp MM MOOMIBHEIN Tenedon ¢ OC Android umm 10S, ecnu
HOJIb30BATENb TUHAMHYEH.

OO6meH mHpOpManuel ¢ BHENTHUMH OpPraHU3alHUsIMU OO0ECIEYMBACTCS MO BBIICICHHBIM
VI KOMMYTHPYEMBIM KaHajlaM C UCIOJIb30BaHKeM npoTokosioB TCP/IP.

Jl1st paboThI cepBepa CUCTEMBI TpeOyeTcs ciaeayromas KOHPUTrypanus:
64-bit OS;

CPU - 4 cores;

RAM -8 GB;

HDD - 72 GB.

st Han&xHOM paboThl cepBepa PEKOMEHIYIOTCS ONepallMOHHBIE CHCTEMBI:

e Ubuntu Linux 20.04;
e Ubuntu Linux 18.04.

YcTaHOBKA CHCTEMBI TaK)Ke BO3MOXKHA HaA OIICPAIIMOHHBIC CUCTCMBbI:
e PEJOC,
¢ Red Hat Enterprise Linux,
e Astra Linux,
e Debian.

Hentpanbubiit IlynpT MoxeT ObITH 3amylleH M Ha JApyrux JIucTpuOytuBax Linux.
Cesokutech ¢ Hamu  Welcome@saymon.info, eciau Bbl HE HAUUIM HYKHYIO Bam
OIEPALIMOHHYIO CUCTEMY CPEAU MEPEUNCICHHBIX.

CepBepHass uacTh CHCTEMbl MOXET OBITH IIOCTaBJ€HAa B BHJE TOTOBOTO o00Opasa
BHUPTyaJIbHOM MarmHbl Wi Docker-koHTeliHepa.

Pexomennyemast koHpuryparus 1y paboThl ar€HTOB CHUCTEMBI:

OS with Java 6/7/8 support;
CPU - 2 GHz single core;
RAM - 1 GB;

HDD - OS + 2 GB.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.3 OnucaHue PyHKLMOHUPOBAHUA NaTopMbl U eé yacteun

Cucrema COCTOUT U3 CIEIYIOMIMX JIOTUYECKHUX MTOJCUCTEM:

e Server - HEHTPaJM30BAaHHBIA CepBEp, HA KOTOPOM XPAHHUTCA U aHAIU3ZHPYETCS
uHpopMaIus, IoydeHHass OT areHTOB, a 3aTeM OTHAETCS KIMEHTY. Takxke 37ech

conepXuTcst HHpopMaIus 00 yU4ETHBIX 3aITUCIX IMOJTB30BaTEIICH.

e CYBA (MongoDB, OpenTSDB) - COBOKYNMHOCTh MpOrpaMMHBIX CpEJCTB,
IPeAHA3HAYEHHBIX JJI CO3/1aHMsI, UCIIOJIb30BAHUS U yIIpaBieHUs 0a3aMU JaHHBIX.

e Agent - MHOXKECTBO areHTOB CHCTEMBI, YCTAHOBJICHHBIX HA y3JlaX HH(PACTPYKTYphI
u cobuparomux uHpopmanuio 1o HUM. [lonydeHHble HaHHbBIE NEPUOTUYECKH

OTIIPABIISIFOTCS B KON 3aTEM aHATM3UPYIOTCS CEPBEPOM.

e KiMeHT - TOHKHH Web-KIMEHT CHCTEMBI M  KIHMEHTHI JUIA MOOHMIILHBIX

onepannoHHbIX cucteM Android u iOS.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.3.1

Moacucrema "Saymon-server"

Saymon-server - nHa6op NodelJS-mpuioxxenuii, KOTOpbIe B3aUMOJEHCTBYIOT MEXKIY COOOM
M CO BCEMHU OCTAJILHBIMU KOMIIOHEHTAMH U O0€ECIIEUNBAIOT:

HOJTy4eHHe yBeIOMIIEHHH 00 ommOKax nepeaayu J1aHHbIX;
HACTPOUKY U KOHTPOJIb I0CTYyTAa K 00bEKTaM CUCTEMBI;
KOHTPOJIb LIEJIOCTHOCTH JIaHHBIX;

yIpaBiieHHe paboToN APYruX MOJCUCTEM;

pearupoBaHNE HAa BOSHUKHOBEHNE aBAPUNHBIX CUTYyalUi;
npeoOpa3oBaHKe JaHHBIX B TPeOyeMBbIi CHCTEMON (opmar.

Brigenstorcs CICAyromure COCTaBJIAIOIUC ITOACHUCTCMBI:

Web-cepBep - ato HTTP-ceprep, oOcayxuBaromuii 3anpockl kiareHTa. OH oTnaér
cratudeckue ayeMmeHThl web-uHTepdeiica (HTML, JavaScript, CSS), a Taxxe
npokcupyer 3ampochl oT kiueHta k REST-cepBepy. B kauectBe web-cepsepa
ucnoabzyercs NGINX.

REST-cepBep - cepBepHBIii KOMIIOHEHT, oOpabarteiBatomuii REST-3ampocer ot
JavaScript-komnonenToB Ha ToHkoM kineHTe. Uepe3s REST API kiauent nmomydaer
BCI0O uH(popManuioo 00 MHPPACTPYKType, a TaKKe MPOU3BOJUT MAHUITYJISIHH C
uHopactpykrypoil. REST-cepep peanusoBan B Buae otaenbHoro NodelS-
TPUITIOKESHHS.

CepBep DaHHBIX - MPOU3BOAMT aHANU3 JaHHBIX, MOCTYMHBIIMX OT areHToB. B
YaCTHOCTH, YIPABJISICT JIOTHKON CMEHBI COCTOSHUM Yy 00BEeKTOB M CBsizeil. CepBep
JAHHBIX pean30BaH B Bue oTaenbHoro NodelS-mpunoxeHus.

Kom B mamsatu (In-Memory o) - NOSQL-xpaHunuiie AaHHBIX THIA «KIFOY-
3HaueHHe». XpaHUT 0a3y JaHHBIX B ONEPATUBHOW NaMsTH, Oyarojaps demy
BO3MOYKEH OBICTpBIM JOCTYN K JaHHBIM U HX ObIcTpas obpaborka. B kauectse In-
Memory ka1ia ucrnosb3yercs: Redis.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.3.2 Moacucrema "CybAa"

CYBJl - momcucrema, KOTOpas OTBEYAeT 3a XPAaHEHUE M IepeAady JaHHBIX MEXIY
ydacTHHUKaMu oOMeHa U 0OecrieunBaeT:

® XpaHCHHC JaHHBIX;

® KypHAJIMPOBAHHE MEPEAAHHON U MOJYYEHHON HH(OPMAIIUU OT cepBepa K KIMEHTY
¥ Ha00O0POT;

® 3arpy3Ky ITOJIYYEHHBIX JAHHBIX B CUCTEMY;
® pe3epBHOE KONMPOBAHUE,;

e BOCCTAHOBJIEHHE 0a3bl JaHHBIX ITOCJIC cOoeB.

CYB/l nnatdhopmbl BKIIOYAET B c€Osl IBa KOMIIOHEHTA!

e MongoDB - cucrema ympasiieHuss 0a3zaMu JaHHBIX, KJAcCH(UIMPOBaHHAs Kak
NoSQL,;

e OpenTSD - 6a3a qaHHBIX BpeMeHHBIX psaaoB (Time series).

CYBJl umeer API-unTepdeiic, KOTOPHIH MO3BOJSET 3arpyKaTh JaHHBIC HAMPSAMYIO, HE
JIO’)KHAJIAsCh OTBETA OT CepBepa.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.3.3 Moacucrema "Saymon-agent"

Saymon-agent - KOMIIOHEHT CHCTEMbI, COOMparoluil JaHHbIE O HaOJIIOJaeMOM Y3ie U
pacIoNOKEHHBIX Ha HEM 00BEKTaX, a TAKXKE CBA3SAX JAHHOTO y3Ja.

JlanHble, cOOpaHHBIE areHTOM, MEPUOIUYECKH OTIpaBisIoTcsS B IN-Memory ks u 3atem
aHAJIM3UPYIOTCS CEPBEPOM. ATEHT pealin30BaH B BUJE JAVA-TIPUIIOKECHHUSI.

HO,Z[CI/ICTeMa IMO3BOJIACT OCYIICCTBIIATDL KaK aKTHBHBIﬁ, TaK ¥ TTaCCUBHLIHN MOHUTOPHHTI.
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O6buwee onMCaHue CUCTEeMbl

T'naBa 2: Onucanue cucTeMbl

2.3.4 Moacucrema "KnneHtr"

KimmeHT - OCHOBHOM HHCTPYMEHT KOHEYHOI'O IIOJIb30BAaTENsl, C IOMOILBIO KOTOPOIoO
BO3MOJKHBI:

HACTPOWKa YCJIOBUA MOHUTOPUHIA;

CO3/1aHHE U BBIOOpP OOHEKTOB;

HACTpOWKa 0ObEKTOB MOHHUTOPHHTA;
yIpaBIICHUE MT0JIb30BATEISAMU;

KacToMu3aIus nHTepdeiica;

MPOCMOTP U UBMEHEHUE TEKYUINX COCTOSHHIA;
MOCTPOEHHUE TPa(UKOB.

[Toncucrema "KnueHT" MOKeET ObITh IPEACTABIIEHA ABYMS CIIOCOOAMU:
e Uepes web-kimeHT BHYTpH Opay3epa Google Chrome Bepcun He Huxke 58.0.

« Cmabunvnocms pabomul Kiuenma cucmemvl 6 Opayzepax AHmuoexc, Safari,
Opera, FireFox ne capanmupyemcs.

e Uepes mobunbHOe npunoxenue a1 Android nmm i0S.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 3: Onucanue B3aumocssizeii AC ¢ ApyrumMu cucTeMaMmu

3 OnucaHume B3anmMmocsBna3u AC c opyrmmMm cucreMmamm

B npouecce pa6otel minardopmsl "Lentpansabiii [TyasT" npoucxoqut oOMeH nHpopmanuen
MEX1y KOMIIOHEHTaMH I1aT(OPMBbl M BHEITHUMHU CUCTEMaMHU.

Buemnumu k LientpansHoMy I1ynbTy SBISIOTCS CUCTEMBI:

o(UIHaTBHBIN CalT MIaTGOpMBI - CPUlt.ru;

nporpammuas miatdopma "Node.js" - nodejs.org - u vabop NodeJS-npuoxeHwii;
opunmansHeii cailT komnanuu "Oracle Technology Network™ - oracle.com;
ceTeBoe XypHanmpyeMmoe xpanumiie nanabix "Redis” - redis.io;

0a3a TaHHBIX BpeMeHHbIX psiioB "OpenTSDB" - opentsdb.net;

e cucrema ynpasiieHus 0azamu ganHbIx "MongoDB" - mongodb.com.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 3: Onucanue B3aumocssizeii AC ¢ ApyrumMu cucTeMaMmu

3.1 OnucaHue cBsfizen MeXxxay cucteMmamm

Ob6ecneuenne uHTerpanuu miatGopmsl "Llentpanpapiid [TyasT" ¢ BHEIIHUMHM CHCTEMaMHU
OCYIIECTBJISIETCS HA OCHOBE pa3pabOTaHHOTO eAMHOro ¢opMata 0OMEeHa TaHHBIMHU.

Jns opranuszanud HWHGOPMAIMOHHOTO OOMEHa MEXKIy KOMIIOHEHTAMH CHCTEMBbI
UCIO0JIb3y€eTCs MPOTOKOJI MPUKJIAIHOTO ypoBHs - HTTP.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 3: Onucanue B3aumocssizeii AC ¢ ApyrumMu cucTeMaMmu

3.2 OnucaHue pernaMeHTa cBA3eMn

Jlns obecnieueHuss WH(OPMAIMOHHOW COBMECTHMOCTH IIPH B3aMMOJICHCTBUU CHUCTEM
UCTOJB3YIOTCS  0o0mMe KiacCu(PUKATOPBl, CIIOBApU U CIPABOYHUKH, COTJIACOBAHBI
(dhopmaTsl 0OMEHHBIX (haiiioB.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4 OnucaHue web-uHTepdenca cucrembl

Hacrpoiika LenTtpansroro IlyipTa ocymiecTBiIsieTcsl MOCPEICTBOM IOJIb30BATELCKOTO wWeb-
uHTepdeiica, KOTOPHIA MO3BOJSET BU3YaJM3UPOBATh pabOTy HAOIIOAAEMBIX OOBEKTOB M
obecrieynuBaeT JOCTYI K HHPOPMAIIMH 00 UX COCTOSIHUH.

Cucrema obecrniedMBaeT BO3MOXHOCTh OJHOBpeMEHHOM pabotbl 1o 200 mosib3oBaTeneit
OHJIAMH.

Web-unTepdeiic - 0cHOBHOE CpeACTBO pabOThl ¢ CHCTEMOW JUIi KOHEYHOTO MOJIB30BATEIS.
Wndopmanus, monydeHHas B pe3yJbTaTe IMpollecca MOHMTOPHUHTA, OTpa)kaercs B web-
uHTepdeiice cucreMsl. MTHCTpyMEHTH! MHTEpdelica MO3BOISMIOT BU3yaln3UpOBATh JaHHBIC B
y100HOM JUJIs1 TOJIb30BATENIS BUJE U OCYLIECTBIIATH pa3MuHble AeicTBUs Hal HUMMU. [Tpu
HaJU4YUU ONpeNeNEHHBIX MPaB BO3MOXKHBI M3MEHEHUS CTPYKTYpbl OOBEKTOB U CBS3EH, UX
CBOMCTB U JOKYMEHTALUHU - YIAIUTh, J0OABUTh U PEIaKTUPOBATh.

[Tonp3oBaTenn, HAXOAAMIMECS B IBUKEHUH, MOTYT IMOJTYYUTh JOCTYII K CHCTEME C TIOMOIIIBIO
MOOMJIbHBIX MTPHIIOKEHUH JIUIs onepaioHHbix cucteM Apple I0S (apps.apple.com) u Google
Android (play.google.com).

Jlnst kompopTHO# paboThI ¢ cucTeMoit TpedyeTcs auaroHaib 3kpaHa ot 20 qroiimos. Web-
uHTepdeiic MOOMIbHBIX MPUIIOKEHUHN aJalTUPOBAH /11 MOOMJIbHBIX TEJIE(POHOB.

Web-unrtepdeiic cucremsr cocrout u3 (Puc. 2):
® T[JIaBHOI'O 3KpaHa,

® [AHEJIM UHCTPYMEHTOB,
e [IaHEIW HaBUTAaIMU,
® [IaHENIU PEKHUMOB OTOOpAKEHHUS,
e maHeNu "XJIEOHBIX KpOIIIeK".
MaHenb pexxumoB oTobBpaxeHus "XnebHble Kpowku" [MaHens MHCTPYMEHTOB
STAGING = & ¢ &4 88| = = P LRETTE o X | @ | & admin~
- % Staging ff Infrastructur (o) B m =
I— &* Infrastructure
Router D-Link
| - [ § Host Windoy
+c
l &F n i
o
I o Marior Host Windows PC Router Asus
TeamViewer Java
IO‘ ex Media Ser ! !

| PlexConnect I Plex Media Server
| Saymon Agent
I @ TeamViewer I CPU ' File System I Memory

MaHenb HaBurauum [MaBHbIN 3KpaH

Puc. 2. Obwee onucanue unmepetica
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1 TnaBHbIN 3KpaH

['nmaBHBII 3KpaH — 3TO 00JIACTh, KOTOpAs 3aHMMAET OOJIBIIYI0 YacTh OKHA M SIBJISACTCS
OCHOBHBIM HMCTOYHHUKOM OTOOpa)KCHHUsS BBIOpAHHOH IOJIb30BaTEleM HH(OpPMAIUU:
COCTOSIHME OOBCKTOB W CBSI3CH, MPHUKPEIUIEHHAs K HUM JOKYMCHTAIUs, PACIOJIOKEHUE
00BEKTOB Ha KapTe  T. II.

Ha rnmaBHOM sKpaHe Bem€rcsi OCHOBHAs paboTa MO CO3JaHUI0 M HACTPOHKE OOBEKTOB
MOHHTOpPHUHTIA.

JlanHast paGodast 00IacTh, COIJIACHO BHIOPAaHHBIM ITOJIB30BATEIEM IapaMeTpaM, MOXKET
OBITh IIPE/ICTABIICHA B!

® CTaH/JApTHOM BHUJIE,
®  BHU/IC T€OKAPTHI,

TaOJIMYHOM BHJIE,

BHUJIE CETKH,

BHJIe IOJIpOoOHON MH(pOpMaIuu 00 00bEKTE/CBS3H.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.1 CraHpapTHbIN BUA

D10 oTOOpakeHUe MPEIOCTABIsIET Hanbojee MOAPOOHYI0 M HArJBIIHYI0 WHPOPMAILUIO O
JOYEPHUX 00BEKTAX U CBS3SAX MEXAY HUMU C TOUKH 3peHus uepapxuu oonvexron (Puc. 3):

D-Link DIR-300NRU SPB SUT Switch

Wi-Fi Router ’
250 NILSPB250

Room 250 varu

ZyXEL Keeneti b
G|8|IW|-F| ROULE! o

==
192166.0.1 ]
D-Link DIR-825 Wi-Fi D-Link DES-1008D
Royter Switch
% == = \t.—
I N ‘
192.168.1.254 J
Shared USB Flash Lenovo IdeaCenter Artem BlackBox PTZ Security
Drive E Tv0 o Caem
oz Jpe.1.254 HDMI 2 192.166.0.192 l I I l I 192.168.0.108 1 s
Apple TV \ Lenovo IdeaCenter SerRat BlackBox Siemens Gigaset
Dﬁ (7Y C530A IP
HDMI 3 E E §E
192168, 17 .___u}ms. 7aa 1 1 1 +78123099885
Panasonic KX- : : Acer AspireZ Skif BlackBox
MﬁOSORU MFP - 2
E == @ E (7] ﬁ
E i - = n e
162.164.1.60 AL AR | Y
NicGir's laptop Viktor Isaev's laptop

°© _Fl°° §

Room 223

Puc. 3. Cmanoapmmuwiii 6uo

Kaxnplii Onok mpencraBisier coOOH OOBEKT WM Tpynny OOBEKTOB BBIOpAaHHOM
UHPPACTPYKTYPHI, OyIb TO CEpBEp, NHAUBHIyaTbHbIC CUETUNKN HITH OM3HEC-METPUKH.

HBCTa MMOJIOCOK Ha JICBOM Kpaec 0JI0KOB U oBETa CBsI3€EH COOTBCTCTBYIOT HBCTAM HX
TCKYIIUX COCTOSIHUH.

[Ipu HaIM4YMKM COOTBETCTBYIOIIMX IpaB OJOKH MOXKHO IepeMelaTh, MEHATh UX pa3Mep. B
cllyyae CHUJBHOI'O YMEHbBIIEHUS UIMPUHBI MM BBICOTHI 0JIOKA, OH IMEpPEKII0YaeTCs B
KOMIIAaKTHBI PEXUM, M €ro BHYTPEHHUE IOJCUCTEMbl OTOOpPakaloTCs B BUAE MHHHU-
CYETUMKOB, B COOTBETCTBUH C COCTOSTHUSIMHU ITOJICUCTEM.

®  Hasunauenue npae nonvzoéamensm onucano 6 "Pykoeoocmee admunucmpamopa” €

noopasoene 4.7.2 "Hasnauenue nonvzosamenim npas oocmyna"” na cmp. 96.

Ecnu HabmronaeMblie 0JI0KM B3aUMOCBSI3aHbI, ’TO MOYKHO OTOOPA3HUTh CBS3SIMU MEXKIY
COOTBETCTBYIOIIUMH O0OHEKTAMH.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.2 NeokapTa

OOBbeKThl B CHCTEME MOXHO MPUBSA3BIBATH K T'eorpauueckoMy MECTOPACIONIOKEHUIO U
[IPOCMaTPUBATh UX HA KapTe. DTO MOXKET OBbITh yI00HO B Cllydae, eclid HHPpPacTpyKTypa
reorpacudecku pacnpenenena. Hampumep, cereBoe obopynosanue urepuer-nposaiiepa
(MapLIpyTHU3aTOPhl, KOMMYTAaTOPhl) MOKHO MPUBS3aTh K aJJpecaM JIOMOB, B KOTOPBIX OHO
pacrionoxeHo. B pe3ynpTaTe nmonyvaercs HarjasAHas U yao0Has KapTa CeTH.

[Ipu BKJIIOYEHHH STOrO BHJIa Ha KapTe OTOOpaKAIOTCS JOYEpPHHE OOBEKTHI, KOTOPBIM
3aJlaHbl KOOPJUHATHI,

U CBS3M MexXny HuUMH. [[BeToBoe oTOOpa’keHHE MapKepoB
COOTBETCTBYET TEKYILEMY COCTOSIHUIO 00BheKTOB (Puc. 4):

3akynka

lepeeo3ka

""u.,, o
ey
T

Yo,

Mpogaxa

A
MarazuH

Cmpoumenscmen i
cun F'IJ.'.(O(;'KFI'.‘.U
*Oxeih

Z
Puc. 4. I'eokapma
|

T'eokapma me nooddeporcusaem cozoanue cessell,
NOMOKOS.

coz0aHue U omobpadiceHue

[Ipn mepBOM OTKpBITHM TEOKApThl O0OBEKTa B IIEHTPE JKpaHAa OKAa3bIBAETCS TOYKA CO
CpPEIHUMU IS JOYEPHUX 00BEKTOB IMIUPOTON U JOJITOTOH.

CMmenieHnust kapTbl U CMeHa MacluTaba CcOXpaHSITCS B Opaysepe sl MOCIEAYHOLINX
OTKPBITUH T'€OKaPTHI.
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O6Lee oNnMCAHUe CUCTEMbI

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

I'eo pagmyc - panumyc 30HBI JEHCTBUS O0OBEKTa WM €r0 MPUMEPHOE PACIONOKEHHE Ha
KapTe B MeETpax, HampuMep, 30Ha NEHCTBUS 0a30BOW CTAHIIMHM WM MECTOIMOIOXKEHHE
aBTOMOOMJIs. [[BET 30HBI COOTBETCTBYET IIBETY COCTOsIHUS 00beKTa (Puc. 5):

- -},' ."-‘ " _'{

Puc. 5. Omobpasicenue 2eo paouyca Ha kapme
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Obuw,.ee onMcCaHne CUCTEeMbI

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.3 TabnuuHbIK BUA

JlanHoe oTo0pakeHue NpeAcTaBiIsieT 00beKThl B BUjie Ta0auibl (Puc. 6):

Copneprumoe obbekTa: Infrastructure
Ormobpaxats 0bvekTel ToNexo & cocToAHMM: | — He ewibpano - -

COoCTOAHWE + Wma ~ BuaxeThl Epema ONUTENEHOCTE
5f6dc4d207e86603bf... o Internet @ 19.10.2020, 19:58:30 2 oHA
5f8dcdB8707e86603bf... 5 Router Asus 4 ’-—AA ©21.10.2020, 11:28:38 51 munyta
5f8dcd9d0786603b7 . [EEEED 2% Router D-Link 20 Wl ©19.10.2020,1958:40 2w

AT
5fBdfebe07e86603bf ..  ([[EDerd P Host Windows PC — Router Asus © 20.10.2020, 00:03:13 2 oA
5f8dfecT07e86603bf. .. P Router Asus — Router D-Link ©21.10.2020, 11:28:49 51 muHyTa
5f8dfecd07e86603bf... m P Router D-Link — Internet © 20.10.2020, 00:03:48 2 oHA

Puc. 6. Tabauunwviii 6uo

B BeInmagaromeM CIucKe MOXKHO YCTaHOBUTD (1)I/IJ'II>Tp 10 COCTOSHUSIM OOBEKTOB.

,HJ'IH 00BEKTOB BCEX KJIACCOB JOCTYIIHBI CJICAYOIIUEC CTOJ'IGI_[BII

¢ |D - yHUKaNbHBIN UAEHTH(HUKATOP 00BHEKTA;

e UM - uMs 00bEKTa ¢ IpUCYILIEH JaHHOMY KJ1acCy HKOHKOM;

e CocrosiHUE - TEKYIee COCTOSIHUE 00BEKTa;

e Bumkersl - HACTPOCHHBIC )T 00BEKTA BUKETHI,

e Bpewms - nata u Bpems, Korja 00beKT Mepenién B TEeKYIIEe COCTOSHUE;

e JMMTENBHOCTh - BPEMCHHOU TEPUOJ, B TCUCHHE KOTOPOro OOBEKT HAXOIUTCS B
TEKYIIIEM COCTOSHUH.

Hogvle cmonbywvl co 3Hauenuamu Mempux MONCHO 000asumbv 05 Kaxico0020 Kidacca
00vexmoe 6 okHe Kongueypayuu cucmemvl (pazoen "Knaccol 06vexmos”, sxnaoka
"Tabauya”).

Crmcok OTOGp&)K&CMBIX CTOJ'I6I_IOB MO>KHO MSBMCHHTD B:

® OKHE KOH(UTYypaluu CHCTEMBI,

® KOHTEKCTHOM MEHIO, BBI3BIBAEMOM IIETYKOM MPaBOH KHOMKOW MBIIK TIO
3aroJIOBKY TaOJHIIBI.

HOpﬂ):[OK CTOJ'I6I_[0B MCHACTCA MCTOJAOM IIEPETACKUBAHM 3a 3aIrOJIOBKA CTOJ'I6I_IOB.

CoptupoBka 00HEKTOB BO3MOXKHA IO CTOJIOIAM:
e |D,
o Hms,
e CocrosHue.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.4 Bupa cetku

B »Ttom OTO6pa)KeHI/II/I A04YCPHHUE 00OBEKTHI U CBSI3U MCXKAY HUMH DPaCIIOIararoTcsa B BUAC
cetku (Puc. 7):

OTobpaxaTe 00BLEKTEl TONBKD B COCTOAHMM: CopTupoBka:
-- He exiBpaHo — - A CocTofHue -
B Host Windows PC L. Router Asus - V Router Asus — Router D-Link
<% Router D-Link A I Host Windows PC — Router Asus Internet

3

F Router D-Link — Internet

Puc. 7. Buo cemxku

B paszerne gridView KOH(MHUTYPaIIHOHHOT O ¢aiina KIHMEHTA
/usr/local/saymon/client/client-config.js MO>KHO 3a1aTh:

KOJIMYECTBO OOBEKTOB B CTPOKE,
LIMPUHY NPSIMOYTOJIbHUKOB,
BBICOTY MPSIMOYT OJIbHUKOB,

OTCTYIl MEXKIY IPAIMOYTOJIbBHUKAMU.

() Iloopobuyro umngpopmayuio o ¢haiine  [usr/local/saymon/client/client-config.js cm. &

"Pyxkosoocmee aomunucmpamopa" 6 noopaszoene 4.1.4 "Hacmpotiixa s1emenmos
web-unmepgpeiica” na cmp. 47.

Jlnsg o0BEeKTOB € HACTPOCHHBIMHM BHJDKETAMM MEPBBIM W3 BUKETOB OTOOpa)kaeTcsl Ha
camoMm oObekTe. Bumkersr "Cekums" u "CTpykTypa" HEe OTOOpakaroTCs Ha OOBbEKTax.
Ecnu y o0bekTa ecTh Ipyrue BUIKETHI, TO 0TOOpaXkaeTcs CIeAyIOIINNA MO CIHCKY BUKET.

OTO6pa)K€HI/Ie B BUJIC CCTKHN UMCCT CICAYIOIIHEC 0COOEHHOCTH:
® CBA3HU MCKIY 00bEKTaMHU 0To6pa>1<a10Tc;1 B TOM K€ BHUAC, YTO U O6’b€KTI:>I, TO €CTb
KaK IpsIMOYT'OJIbHUKHU,

e Bce O0BEKTHI, Jaxke 0TOOpakaeMble B BHUJE SVZ-U300pa)K€HHUM, UMEIOT 3/€Ch BH]L
IpSMOYT OJIbHUKA;

e (oH Bcex 0OBEKTOB, JaK€ C YCTAHOBJICHHBIM H300pa)k€HHEM B KadecTBe (poHa,
COOTBETCTBYET LIBETY UX COCTOSHUI;

e J0YepHHE O0BHEKTHI HA MPSIMOYTOJILHUKAX HE OTOOPaXKAIOTCS.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.5 Bua noppo6Hoi nHdpopmaumm 06 o6bekTe/cBA3MU

Bun comepxutr BCl J0CTynHYyI0 uHGpopMmManuio 00 00beKTaX U CBA3SX, a TaKKe
HCIIOJIB3YETCsl AJIl UX HACTPOMKH.

HezaBucuMo OoT HaMM4Ms WUIN OTCYTCTBHUS BJIOKCHHBIX 06"]':>CKTOB, BUA OTKPbLIBACTCA IIPpH

Ha)XaTUW HA UKOHKY JUCILIeS | - | B!

® CTaHJAapTHOM BH/IE MPU HaBEIEHUU Kypcopa Ha OOBEKT;
® [IaHENIU PEKHUMOB OTOOpaKEHUS;
® BEpXHEM IIPaBOM YTy OKHA HHPOPMAIIHH.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.6 OkHO uHcpopMmauum

Oxno nndopmanuu (Puc. 8) npeacraBnser codoi ynpoIeHHY0 BEPCHIO BUAA TOIPOOH O
nH(pOpMAIIUK U TIPEAHA3HAUEHO ISl OBICTPOro JOCTYNAa K HEKOTOPBIM CEKIHSIM OObEKTOB
U CBSI3EM, a TAKXKE J1JIs1 HACTPOMKH TTOTOKOB:

| Ping ya.ru =L QX
TEI{}"LJ_I,EE COCTORHKWE
& JaHHble : > | oo
& Mapamempsi +
& MoHumoOpuHe +
® Ceolicmea s |+
[#1 QokymeHme! s |+
JaKpeime

Puc. 8. Oxno ungopmayuu

OKHO OTKpBIBAa€TCA IPU HAXKATUHU HA UKOHKY 0, MOSIBJISIOLLYIOCS B CTAHAAPTHOM BUE
WJIM B BUJIE CETKH NPH HaBEIEHUU Kypcopa Ha O0BEKT UIIU CBS3b.

HNKoHKM B NIPABOM BepXHeM YIJIy OKHA:

Hxonka JleiicTBHe
= OT00pa3uTh qoYepHHE O0BEKTHI B CTAHAAPTHOM BHJIC.
- OTo0pa3uthk MOoAPOOHYIO HH(OPMAIIHIO.
@ OT00pa3uTh 00BEKT HA TEOKapTE.
x 3aKpbITh OKHO.
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O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

4.1.7 O6neryéHHble peXxmMMbl OTO6paXkeHusn

Jnst kaxxaoro pexxuma oToOpakeHus mpeaycMorpeHa obneryénnas Bepeus (Puc. 9), roe
3arpy’kaercs MUHUMYM HEOOXOIMMOM MHpOpMalMM JJIsl TPOCMOTpPA JaHHBIX 00 00BEKTe
WU CBSA3H, UTO [TO3BOJIAET CYIIECTBEHHO CHU3UTh HAarpy3Ky Ha web-Opaysep.

STAGING & admin ~

¥ Company Infrastructure ] Fil - e o4

Puc. 9. 3azono60x 0bnecuénnozo pexcuma omoopaicenus

[Ipu nepexojie Mo cchliIke HA 00BEKT U3

® CINCKa aKTHBHBIX aBapui,
® CIMCKAa UCTOPUYECKUX aBApHUH,
® OKHA IIOMCKa U TPYINIIOBBIX ONepaluil

00BEKT OTKpHIBA€TCA B OOJIETY€HHOM BHJIE MO YMOJYaHHIO. B 3TOM cnydae nepeBo
00BEKTOB HEAOCTYITHO, 3arpy>Kar0TCsl TOJBKO OOBEKTHI, HEOOXOAUMBIE JJIsI KOPPEKTHOTO
O0TOOPaKEHUS TEKYIIEro 00BEKTA:

pPOIUTENHCKUE O0BEKTHI,

JIOYEpPHUE OOBEKTHI U CBSI3H,

areHr,

00BEKTHI, 3a/1eliCTBOBAHHBIC B BHJKETAX.

B o0neruyénHom BuIE CKpbBITA MAHETh PEKHUMOB OTOOpaKEHUs, HA €€ MECTe HaXOMHUTCS
KHOIIKA [epexo/ia K COOTBETCTBYIOLIEMY OOBIUHOMY BUAY - )

[Tanens "xneOHBIX Kpomiek" B 0OJIETYEHHOM BHUJE TOKA3bIBAET TOJBKO POIUTEIHCKHMA
O0BEKT BMECTO TOJIHOTO MyTH K TEKyIeMy OOBEeKTy B uepapxuu. [lpu axTHBHOM
pEeKMME MYJBTUPOJIUTENS JOCTYIIEH TEpexoa K JI00OMY U3 POIUTEIBCKUX OOBEKTOB
yepes BhITAJAA0MUN CIIUCOK.
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4.2 KOHTEeKCTHOe MEeHIo

KoHTekcTHOE MEHIO - TMHAMHUYECKOe MEHI0, KOTOpOe IMOSBIIEeTCS B CTAaHAAPTHOM BHUJIE
WK B BUJIC CETKH MPU HAKATUU MPaBOi KHONKHU MbIH Ha (one (Puc. 10):

+ Coznate: Address
4+ Coznate obwexT
+ Cozpate cobinky

+ Coznate nognomy
Puc. 10. Koumexcmnoe menio

BbBI30B KOHTEKCTHOTO MEHIO BO3MOXKEH MPH HAIMYUUA XOTS OBl OJHOTO BJIOKEHHOTO
o0bekTa uiu cchulki. C €ro moMoIIbI0 MOXHO OBICTPO CO3[aBaTh OOBEKTHI, CCHUIKUA U
HOUIOXKKH.

KonTekcTHOE MEHIO 00BEKTa - TWHAMHUYECKOE MEHIO, JIOCTYITHOE IMPU HaXXaTHH MPaBOH
KHOIKHU MbIIH Ha o0bekTe (Puc. 11):

A AxTveHble aeapun

D Wcropwa asapwii

® Ceoncrtea

@ [okazaTe Ha kapTe

& [Nepeimv no agpecy

»_ OTEpeme S5H TepmuHan

»_ Omepeme telnet TepmuHan

] Knoxuposate
[# [NepevmMeHoBaTE

i YoanuTs

© Turn_ON

Puc. 11. Koumexcmuoe menio obvexma

IIyHKTBI KOHTEKCTHOT0 MeHI0 00beKTa (4acTh 1 u3 2):

ITyHKT MeHI0 HeiicTBue

A | AxtuBHble aBapun | OTKpbITHE TaONUIBI AaKTUBHBIX aBapuil O0BEKTa U BCEX €ro
BJIO)KEHHBIX O0BEKTOB U CBSI3€H CO BCEX YPOBHEH BIIOKEHHOCTH .

< | Ucropus aBapuit OTkpbITHE TAOIMLIBI UCTOPUYECKUX aBapuil 0ObEKTa M BCEX €ro
BJIOXKEHHBIX OOBEKTOB U CBSI3€H CO BCEX YPOBHEH BIOKEHHOCTH. .

® | CBoilicTBa OTto0pakeHue BCIUIBIBAIONIEIO OKHA CO CBOMCTBAMHU OOBEKTA.

Lenmpanvnwiil Ilynom (sepcus 3.11.85) CrpaHmua 27 13 37



O6buwee onMCaHue CUCTEeMbl

I'naBa 4: Onucanue Web-unrepdeiica cucteMsl

IIyHKTHI KOHTEKCTHOI'0 MEHIO 00beKTa (4acTh 2 U3 2):

IIyHKT MeHI0 HeiictBue
@ | 3agath KOOPAMHATHI OTkphITHE KapThl, rze MOXKHO BEIOpaTh
MECTOPACIIONOXKEHNE 00BEKTa, €CIU Y 00BEKTa HE 3a/aHbl
KOOPJIUHATBHI.
[Toka3aTh Ha KapTe OtobpakeHue 0oOBEKTa Ha TeoKapTe, €clii y O0BbeKTa

3aJ1aHbl KOOpAUHATLI.

£ | [epeiitu 1o agpecy OtkpblTHE B HOBOW BKJIagke Opay3epa CTpaHUIBL,
ykazaHHoi B cBoricTBax oobekTa (URL mmm IP-anpec).

>~ | OtkpbiTh SSH TepMuHnan Otkpbitie  SSH-tepmuHana, KOTOpbli oOecneunBaeT
ynpowénHbii foctyn uz Web Ul k Tepmunany cepsepa u
MI03BOJIIET €ro aIMUHUCTPUPOBATS.

»— | OtkpeiTh telnet tepmunan | OtkpeiTie telnet-tepmunana, KoTopbli obecreynBaeT
ynpormiéaaeid goctyn u3 Web Ul k Tepmunany cepsepa u
MO3BOJISIET €r0 AAMUHUCTPHUPOBATb.

%] | Knonuposats KimonupoBanue  BBIOpaHHOIO  00BEKTa CO  BCEMU
JOKYMEHTaMH, CBONCTBaMH, NOYEPHHMMH OOBEKTAMHU H
CBSI3SIMU.

¥ | IlepeumeHoBaTh H3meHeHne nMeHHn 00BeKTa.

W | YViganurs VYnanenue o0beKTa CO BCEMHU JIOKYMEHTAMH, CBOMCTBAMHU,

A0UYCPpHUMU 00BEKTAMH H CBA3sIMH, CCBhIJIKAMH Ha HEro,
CBs3sMHU C HUM.

© | Onepauun Cnucok omnepanuil o0bekTa. Kakayro omepanuio MOXKHO
BBITMIOJIHUTH TOCPEACTBOM MEHIO.

KoHTekCcTHOE MEHIO CBSI3M — JAMHAMHYECKOE MEHIO, JOCTYIHOE IPU HAXKATUU IPABOU
KHOIIKH MbIIH Ha cBsi3u (Puc. 12):

A AxTMEHEIE aEapHK
"D WcTopua asapuii

@ CeolcTea
I Yoanute

© [NpoESpUTE COSOMHEHWE

© 3anycTWTe TpaccUpoBRy

Puc. 12. Koumexcmnoe menio cessu
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Hy}lKTbl KOHTEKCTHOI'O MEHIO CBSI3H.

IIyHKT MeH10 HeiictBue
A | AKTUBHBIC aBapuu OTKpbITHE TaOIULIBI AKTUBHBIX aBapuil CBS3H.
« | Ucropus aBapuit OTKpBITHE TaOIUIIBI HCTOPUYECKUX aBAPHI CBSI3H.
® | CoiicTBa OToOpaxeHune BCIUTBIBAIOINIETO OKHA CO CBOMCTBAMU CBSI3H.
@ | Yoamute VYnaneHnue cBsi3U €O BCEMH €€ CBOMCTBAMU U TIOKYMEHTaMH.
© | Onepamuu Cnucok omnepanuii cBsizu. Kaxayroo omnepamuio MOXKHO
BBITIOJTHUTB TTOCPEICTBOM MEHIO.

KoHTeKkCcTHOE MEHIO aBapyuy - AMHAMHUYECKOE MEHIO, KOTOPOE MOSBISETCA B CIIUCKE KaK
aKTUBHBIX, TaK U HCTOPHUYECKUX aBapUil PH HaXKaTUU MPaBOM KHOMKHU MbIIIU Ha aBapuu (Puc.

13):

+ [logTEepouTe

&

# HKommeHTapui

@ [Moracute

@ Moracute W yoanuTs

A AxTvEHBIE aEapUn

D Wcropus aeapuit

@ Ceoictea

@ 3a4aTe KOOpOMHATEI

& [lepeiitv no agpecy

>_ Otepeime S5H TepmuHan

>— Otepeime telnet TepmuHan

D Tast
© Memory

Puc. 13. Koumexcmnoe menio agapuu

IIyHKTBHI KOHTEKCTHOI0 MeHI0 aBapuM (4acth 1 u3 2):

IIyHKT MeHI0

JleiicTBue

v | IlontBepauTh

Belienenne npocMOTPEHHON aBapuu IITPUXOM.

X | CHATh IOATBEPKICHUE

CHsTHE BBIIETICHUS IITPUXOM C IMOATBEPKIEHHON aBapHH.

# | Kommenrapuit

Co3ganne KOMMeHTapusi ¢ (¢ukcanueir aBTopa U
yYKa3aHUEM JIaThl U BPEMEHH.
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IIyHKTBI KOHTEKCTHOIO MEHIO aBapuu (4acThb 2 u3 2):

IIyHkT MeHI0

HeiictBue

Tloracurs

[TepeBon aBapuu Bpyunyto B coctosiuue CLEARED.

Ecau  ycnoeus 603HUKHOGeHUs —agapuu  NPOOOJHCAIOM
BLINOJIHAMBCSA, HOBOU ABAPUL CO30AHO He OyOdem.

OTMEHUTH MMOralIeHue

Bo3Bpat noranmeHHoi aBapyuy B IPEABIIYLLIEE COCTOSHUE.

IToracuts u YAaJIUTb

IlepeBon aBapum BpyuHyto B coctosinue CLEARED c
MOCJEAYIO UM yAaJICHUEM. Vnansembie aBapuu
MOMEYaroTCsi CUMBOJIOM 1.

OTMeHUTD ylajeHue

OtmeHa ynalieHus aBapuu.

Ilpu ommene yoanewus asapuu OmMMeHbl NOSAUEHUS
asapuu He NPOUCXOOUM.

AKTHBHEBIC aBapruun

OTKprTI/Ie Ta6J'II/ILIBI AKTHBHBIX aBapHﬁ 00BEKTa HIIH CBSI3H.

Hcropus aBapuii

OTtkpbITHE TaOJUIBI HCTOPUYECKUX aBapuil 0OBEKTa WM
CBS3H.

CBolicTBa OtoOpakeHHne BCIUIBIBAIOIIEI0O OKHAa CO CBOMCTBaAMHU
00BEKTA UIIH CBSI3H.
3a1aTh KOOPAUHATHI OTKpBITHE KapThl, rmue MOKHO BBIOPATH

MECTOPACIIONIOXKEHNE 00BbEKTa, €CJIM Y 00BEKTa HE 3a/IaHbI
KOOPJUHATHI.

IToka3zate Ha KapTe

OtobpakeHue 0OBEKTa Ha TeoKapTe, eclii y O0BbeKTa
3aJ]aHbl KOOPINHATHI.

Ilepeiit mo agpecy

OTKpbITHE B HOBOW BKJAAKe Opay3epa CTpPaHUIIBI,
yKkazaHHoM B cBoricTBax o0bekTa (URL mmm IP-anpec).

OTtxpbiTh SSH-TEepMuHan

Otkpeitue SSH-repmuHana, KOTOphI  oOecrednBaeT
ynpowénHblii foctyn uz Web Ul k TepmuHany cepsepa u
IIO3BOJISIET €r0 AIMMHUCTPUPOBATE.

OtkpoiTh telnet repmunan

OtkpoiTue telnet-repmunana, KoTOpwlii oOecreYrBaeT
ynpoméaasid noctyn u3 Web Ul k Tepmunany cepepa u
MIO3BOJISIET €r0 AIMMHUCTPUPOBATE.

Onepanun Choucok omnepanuii cBsi3u. Kaxayroo omepamnuio MOXKHO
BBITTOJIHUTH MTOCPECTBOM MEHIO.

VY nanute Ynanenue aBapuM U3 COHCKa 0€3  BO3MOXHOCTH
BOCCTaHOBJICHMS.

Onyus 0ocmynna moibko 051 UCOPUYECKUX A8apUl.
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4.3 MNMaHenb MHCTPYMEHTOB

[laHenp MHCTPYMEHTOB pacIloiO)K€Ha B BEPXHEM IIPaBOM YINy OKHAa U COJEPXKUT
MHCTPYMEHTBI YIpaBJICHUs AJs OMNepaluil HaJ dJeMEHTaMu (CO3/laHue, yIaleHHe), a
TaK)Ke HHCTPYMEHTHI ¢ HH(popMmariueit o pabore cucrems! (Puc. 14):

Puc. 14. Ilanenv uncmpymenmos

Knonku nmanenn HHCTPYMEHTOB:

Knonka Onucanue

+ Coagams 06LekT By KHONKHM 3aBUCHT OT IMOCIEIHEr0 BHIOPAHHOT'O JEWCTBHS B
BBIIATAIOIIEM CIIHCKE.
+ Coapath cchinky Coznath 00beKT. OTKPBIBAET OKHO CO3/IaHUSI HOBOTO JOYEPHETO

00beKTa AJs1 TEKYIIEro 00beKTa.

+ Cozpar noanoxxy Cosnath cchuiKy. OTKPLIBAET OKHO CO3JaHUs HOBOM CCBHUIKM Ha
OOBEKT.

i
Cozgate mominoxKy. OTKpbIBa€T OKHO CO3JaHUSI HOBOH
HOUTOXKKH.

Coznatp cBA3b. OTKPBIBAET OKHO CO3/1aHUS HOBOM CBSI3U MEXKIY
JIBYMST O0BEKTaMH.

Coznate motok. OTKpBIBAET OKHO CO37aHUSI HOBOI'O ITOTOKA
MEX]Ty HECKOJBKUMHU 00HEKTaMHU.

o [TonHOPKpaHHBI pexuM. BKIIOYaeT MOITHOIKPAaHHBIA PEXUM
Opay3zepa. Jlis BbIX0Ja U3 MOJHOAKPAHHOI'O PEKUMa JIOCTATOYHO
MIOBTOPHO Ha)KaTh ATy KHONKY nuiu F11.

VYnanenue snemeHTOB. [Ipu HaxkaTUM 3TOW KHONKHM HHTEpdeiic
NEPEXOIUT B PEXKHUM YAAJIECHUS 2JIEMEHTOB.

& admin ~ Texymmit nmosb3oBatens. OToOpakaeT UMS MMOJIb30BATEINS, MO
KOTOPBIM COBEpIIEH BXOA B cucremy. Haxartue KHOMNKHU
OTKPBIBAE€T MEHIO, (YHKITUH KOTOPOT'O OMUCAHBI J1ajiee.
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4.3.1 MeHI0 Tekyuwlero nosib3oBarens

MeHI0 OTKpPBIBAETCS MPU HAXKATHH KHOIKK C MMEHEM TEKYIIEro MOJIb30BaTElIs Ha MaHeH
uncrpymenTos (Puc. 15):

= H3bik »
# Koudurypaums

© Bepour 3579

& ObwekToe 3014 4] Tema R
oF JoxymexTauua o Pacwupexus
2 RESTAPI # By

Puc. 15. Menio mexyweeo nonv3osamens

IIyHKTBI MEHIO TEKYIIEro M0JIb30BaTeNs

IIyHkT MeHIO HeiictBue
S3bIK [TepexmounTh A3BIK HHTEPDEIica.
Koudurypanust | OTKppITh OKHO C aIMUHHUCTPATUBHBIMH HACTPOMKAMU CHCTEMBI W
II0JIb30BaTEIIEH.
O cucreme OTKpBIBAET COUCOK, COAEPKAITUN TOAMTYHKTHI:
e Bepcus: 3.5.79 — Teky1as Bepcus cepBepa;
e OOvexktoB 3014 — ob6mee 4YHCIO OOBEKTOB, JOCTYIHBIX
M0JIb30BaTENIO;
e JlokymeHTAIMs — CChIJIKA Ha aKTYaJbHYIO BEPCUIO TOKYMEHTAIUH;
e REST API — ccpuika Ha onucanne REST API-MeTonoB crCTEMBI.
Tema [TepexmounTs TeMy oopmieHns: HHTepdeiica.
Pacummpenus OTKpBITH CIMCOK YCTaHOBJIEHHBIX PAaCIIMPEHUN.
Beiiitn BbIxon u3 cucTteMsl ¥ IIepeXo Ha CTPAaHULY aBTOPU3ALUU.
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4.4 lNMaHenb HaBUrauuvm

[Tanens HaBuraruu (Puc. 16) pacrionokeHa B JI€BOM Y4acTH OKHA M MPEICTABIIIET COOOM
JIepeBO BceX 00BEKTOB U CBA3EH, TOCTYIMHBIX TEKYIIEMY TOJIb30BATENIO:

DUnLTp - + x
I — | & Infrastructure
I — | B Host Windows PC
| ®cru
I [ File System
I @ Java
I @ Memaory
I (@ Plex Media Server
I (@ PlexConnect
I Sz Saymon Agent
I + | @ TeamViewer
I Internet
Puc. 16. I[lanenv nasueayuu

ITanens HaBUTI'allUH 0T06pa>1<aeT AKTYaJIbHYIO I/IH(bOpMaIII/IIO O TCKyHHUX COCTOAHUAX
00BEKTOB U CBH3ef/'I, BBIACIIAA UX COOTBETCTBYIOIIIUM I[BCTOM.

HpI/I BBI60pe 00bEKTa Ha TJIaBHOM 9KPAaHC OTKPBIBACTCS TOIIOJIOI'H BJIOKCHHBIX 00BEKTOB
BBIOpaHHOTO 00BeKTa. EciyM BIIOXKEHHBIX OOBEKTOB HET, TO OTKPBIBAETCSA IMOIApOOHAs
nHpopmanus o6 oobeKTe.
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Cucremoii mpeyCMOTPEH PSiJl CTAaHAAPTHBIX BO3MOXKHOCTEH:

® U3MEHEHHE pPa3MepOB MaHEIN IePEeTaCKUBAaHUEM €€ I'PaHMIIbI;

®  CKpBITHE/BOCCTAHOBJICHHE [TAHENH;

e CBOpauMBaHUE U pa3BOPAYMBAHUE BETOK.

e (unbTp Mo UMEHU 00BEKTa: MPU BBEAEHHOM (QUIbTpe OYIyT 0TOOpaKAThCS TOIBKO
00BEKTHI, COOTBETCTBYIOIINE QUIBTPY, U UX POAUTEIHCKHUE O0HEKTHI;

@ [1lo ymonuanuio gunemp npumensemcs 6cAKuil pas, K020a UsMeHAemcs noue;
npu 60abUWOM Koauwecmsee 00beKmos 6 makoMm Cayuae Mo2ym Npoucxooums
3adepoicku. B pazoene Tree rxougpueypayuonnoco ¢havina  kiuenma

/usr/local/saymon/client/client-config.js M0JICHO 6KIIOYUMbB KHONKY NpUMEHEeHUs
Gunompa = (Puc. 17):

batt = & X
I_ ¥ ROOT
I_ @ Energy
|._.Bamf-,ti
|._.Banf-,th
[ ©Battery &

Puc. 17. [lanens nasuecayuu co 6KIH0UEHHOU KHONKOU NpUMEeHeHUs (hurompa

@ Iloopobmnyro ungpopmayuio o ¢haiine  [usr/local/saymon/client/client-configjs cm. 6
"Pyxosoocmee aomunucmpamopa’ 6 noopazoene 4.1.4 "Hacmpoiika snemenmos
web-unmepdpeiica” na cmp. 47.

Knonku nanenn HaABUI'alluu:

Knonka Onucanue

[Ipumenenue BBen€HHOTr O PUiIbTpA.

Copoc dusbtpa.

- CKpbITHE BCEX 3JEMEHTOB JIEPEBA 10 BHICIIETO YPOBHS UEPAPXUHU.

+ Oto6paxkeHue BCex 2JEMEHTOB JepeBa 10 HU3LIEr0 YPOBHS HEPAPXUH.
x CkpelTHE NaHENN.
.
CKpbITyI0 IaHEIb MOXKHO BOCCTaHOBUTH KHOIIKOMN Ha IaHeI PEeXUMOB

OTOOPaKEHUS UJIM HaXKaB Ha JIEBYIO TPAaHUIly TJIABHOTI'O SKpaHa.

— + CBOpa‘{I/IBaHI/IC 1 pa3BOpavYrMBaHUC OTACIIBHBIX BETOK COOTBETCTBCHHO.
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4.5 MaHenb pe>xMuMoB oTO6parkeHus

[Tanens pexumoB otoOpaxkeHus: (Puc. 18) pacnonoxkena B JI€BOM BEpXHEM yIiIy OKHA H
COAEPKUT DJIEMEHTHl YHpPABJICHUS [JJsI TEPEKIIOYEHHUS PEKUMOB  OTOOpAKEHHS
uHpopManuu:

—NARIEEEIE

Puc. 18. [lanenv pesrcumos omoopaxtcenus

KHonkH naHejn pe;kuMoB 0TOOpaXKeHHUs :

Knonka

Onucanue

il
~
i

CkpbITh/MOKa3aTh qepeBo. CKpbIBaeT/MOKa3bIBACT MAaHEIb HABUT ALK Ha
JKpaHe.

it

[TepexmtouaeTr pexxum 0TOOpaKEHUS HA CTAHAAPTHBIN BUJI.

[lepexiouaeT pexuM 0TOOpakeHUs Ha FeO0KapTy.

[TepeximoyaeT peKUM OTOOpaXKEHUS HA TAOJMYHBIA BUI.

[lepexmouaer pexxum oTOOpakeHUs HA CETKY.

[lepexmrogaeT pexxuM O0TOOpaKEHHS Ha MOPOOHYI0 HH(OpMAITHIO.

Iouck u rpynmnoBsie onepaunuu. OTKPHIBAET OKHO ITOUCKA OOBEKTOB U
IPYNIIOBBIX ONEpauil HaJl HUMH.

Kypnan coObiTrii. OTKpPBIBACT OKHO XKypHaIa COOBITHII B HOBOW BKIIAJIKE
Opaysepa.

NHIUACHTHI. OTKpI)IBaeT CIIMCOK HpO6J’IeMHHX 00BEKTOB.

KpaCHBIﬁ HHIWUKaTOp COO6I_HaeT O6I_HC€ KOJIMYCCTBO aKTHUBHBIX MHIIUJICHTOB.
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4.6 "Xneb6bHble Kpowkn"

[Tanens "XJneOHBIX KpolieK" 0TOOpa)KkaeT MOJHBIA MyTh K MPOCMAaTPHBAEMOMY OOBEKTY B
WepapXxuu M TMPEAOCTaBISIET BO3MOXHOCTH OBICTpOro Imepexoma K Jobomy U3
MPOMEXYTOUHBIX YPOBHEM.

KHomku B MpaBOil YacTH MAHENX 3aBUCAT OT BBIOPAHHOTO PEXHMA OTOOpPAKECHUS
(Puc. 19, Puc. 20):

Staging /| Office | Infrastructure | Host Windows PC @ ] i =

Puc. 19. [lanenv "xnebnvix kpoutex" 6 cmanoapmuom suoe

Staging Office Infrastructure Host Windows PC @ 8 + -

Puc. 20. Ilanenv "xnebnvix kpoutex” 6 aude nodpooOHoU ungopmayuu

Knonku naneau " XjJe0HbIX Kpouiek" :

Knonka Onucanue Pe:xxum oTo0pakenust

o) Jnana3oH BpeMEHH BUIKETOB. CranaapTHBIN BUJ U BUJT

moapoOHOI HHpOPMALIH
MeHnsieT Auana3oH BpEMEHHU I BCEX 0TOOpakaeMbIX AP opman

rparKOB U BHJIKETOB.

P Oxcnopt B Excel. CrangapTHBIN BUJ
Brirpyskaet sumkets! THna "I'paduk" nouepHux
O00BEKTOB.

£e2 Cerxa. CraHIapTHBIN BUJ

OTtoOpaskaeT/CKphIBaET CETKY /ISl BBIPABHUBAHHUS
00BEKTOB.

x Ilotokmn. CraHapTHBIN BUA

BxirouaeT/BBIKIIIOUAET 0T06pa)KCHI/Ie ITOTOKOB.

A JloOaBUTH BHJIKET. Bun nogpo6Hoii
OTKpBIBaeT OKHO JOOABJICHUS BUIDKETA. nHpopMatH

+ Pa3BepHyTb BCE. Bua nogpobnoii
Pa3zBopaunBaer Bce ceKuu u rpaduku. nHpopMatH

- CBepHyTB BCE. Bun monpoOuoi
uHbopMaIn

CBopauuBaeT BCe CEKIMH U TPadUKH.
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CchbLIKH Ha AOKYMEHTAIU IO

CCblI/IKM HA AOKYMEHTAaLuIo

e Jlopran noxymenrtanuu no LlentpansHomy [lynety:
https://wiki.saymon.info

[TonpoGHOE onucanue MporpaMMHOr0 HHTepdeiica u mpuMeps! (Ha aHTJIIMHCKOM S3bIKE):
https://api.saymon.tech
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